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Introduction

Bluenoroff or APT38, more commonly referred to as Lazarus Group is a threat group which has
been tied to the North Korean government since as early as 2009 primarily being financially
motivated utilizing malware custom built for each target.

Early on, the threat group gained notoriety for cyberattacks such as Sony Pictures Hack in 2014
and $81M Bangladesh Bank heist in 2016 and in more recent years has shifted focus to targets
in the cryptocurrency industry.

Analytics firms such as TRM and Chainalysis release annual reports summarizing crypto related
incidents linked to DPRK and since 2017 they estimate between $3B to $4.1B has been stolen.

The research in this article closely follows 25 hacks targeting companies and individuals in the
cryptocurrency space spanning from August 2020 to October 2023 by tracing the movements of
funds to multiple accounts identified at P2P marketplaces where Lazarus Group exchanges
stolen crypto for fiat.

Victim Date Amount
Hobocrypt Aug-18-2020 $134K
FET Holder Aug-20-2020 $1.1M
Coinberry Aug-24-2020 $370K
Unibright Sep-11-2020 $400K
Coinmetro Oct-6-2020 $740K
Nexus Mutual founder Dec-14-2020 $8M
Indodax User Jan-22-2021 $2.8M
Mudge Apr-2-2021 $1M
EasyFi founder Apr-19-2021 $81M
FinNexus May-17-2021 $7M
Bondly Finance Jul-14-2021 $8.5M
LINA holder Aug-6-2021 $750K
TECH holder Sep-2-2021 $145K
mgnr.io Oct-8-2021 $24.1M
Polyplay Oct-28-2021 $1.6M
YFETH Deployer Nov-1-2021 $200K
bZx Nov-3-2021 $55M
Wonderhero Nov-11-2021 $1M
ANKR founder Jan-27-2022 $1.2M
ArthurOx Mar-22-2022 $1.7M
GeraCoin Sep-7-2022 $142K
Algorand Oct-11-2022 $750K
Darshan Oct-17-2022 $1.75M
Steadfi Aug-7-2023 $1.2M
Coinshift Aug-16-2023 $1.7M
Maverick founder Oct-26-2023 $8.8M

Table 0: Lazarus Group hacks from 2020-2023 covered in this article


https://ccdcoe.org/uploads/2019/06/Art_08_The-All-Purpose-Sword.pdf
https://www.kaspersky.com/about/press-releases/2017_chasing-lazarus-a-hunt-for-the-infamous-hackers-to-prevent-large-bank-robberies
https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/
https://www.trmlabs.com/post/north-korean-hackers-stole-600-million-in-crypto-in-2023

2020—CoinBerry, Unibright, & CoinMetro Hacks

CoinBerry Incident Summary

On August 24, 2020 the Canadian crypto exchange CoinBerry stopped processing withdrawals
for 12+ hrs after $370K was drained from the Bitcoin and Ethereum hot wallets. While the
exchange never publicly reported the incident, a lawsuit filed in 2022 revealed a software bug
allowed 500 users to withdraw 120 BTC in 2020.

Theft address
0xA06957c9C8871ff248326A1DA552213AB26A11AE

1KcTk7kJMjYaCV3FXo5bzpjaZs2aK18ntz

Unibright Incident Summary

On September 11, 2020 the Unbright team noticed unauthorized transfers of $400K from
multiple wallets controlled by the team as the result of a private key compromise. The attacker
immediately swapped the assets for ETH on decentralized exchanges.

Theft address

0x6C6357F30FCc3517c2E7876BC609e6d7d5b0Df43

(,‘) Jack | Unibright.io |

Bad day for . Criminals have been able to steal an amount
of ubt.

| want to express my sincere thanks to the community for their support.

This only gives us more energy to keep going &

Source: hitps:/twitter.com/Sjaaaakster/status/1304531302255910912


https://www.coindesk.com/business/2022/09/08/canadian-crypto-exchange-coinberry-files-lawsuit-against-50-users-after-losing-120-btc/
https://www.quadrigainitiative.com/casestudy/nothinghappenedatcoinberry.php
https://twitter.com/Sjaaaakster/status/1304531302255910912

lB Unibright Official Community
4,

online

Dear Community, Here is a short update from the CTO on what we are currently working on (in addition to the things mentioned in the last updd

“} admin
Good morning!

As Jack said, there should be an explanation about the unexpected token movements this morning.

The explanation is simple and yet unpleasant, the recovery key for one of the company hd wallets has
been exposed.

The unallowed access led to calling the transfer functions of token lock contracts (anybody can do that)
to the defined target addresses, which were part of that company hd wallet.

1,93 mio locked UBT have been moved that way, additionally one of the “personal” wallets, that had been
distributed to team members earlier that year.

Our current state of the token model states that locked tokens are not planned to enter open market
again, which - obviously - just happens.
We feel terrible about that accident, and are currently ensuring that no other assets are harmed.

We already contacted all clients that are connected with these projects and workshops, and as their
locked in UBT already had been converted to transactions they are allowed to use within our solutions,
they have no disadvantage. The contracts also had already been expired, so their buy back opportunity
was also over

So the only remaining negative effect is that these tokens are obviously sold on the market.

Ironically, we are currently preparing great news on a professional custody integration that will be the next
step for the utility of UBT as the “Universal Blockchain Token” Part of this news will be the replacement of
token lock contracts by a fully automated integration into custody, incl. the coverage of underlying
transaction costs in other crypto currencies, like ETH or native blockchain tokens. The event today
showed once again how important custody is in enterprise environments.

We are deeply sorry this happened and we will give our best to make up for it with great news about
development, clients and partnerships, like we did in the last weeks and months.

Thanks for you understanding and see you soon with better news @

Source: hitps:/t.me/unibright_i0/211959

CoinMetro Incident Summary

On October 6, 2020 the CoinMetro team observed unauthorized transfers of $750K worth of
crypto assets from its hot wallets due to a security breach. As a result of the incident the Parsiq
team made the decision to hard fork its token in an effort to prevent the attacker from further
selling PRQ tokens and further protect user funds.

Theft address
0x044bf69ae74fcd8d1fc11da28adbad82bbb42351

1GVjvbVEYPKCYCwJkC29t5p0BWAQQd 1932

(@ Coinmetro Updates 4

j) CoinMetro October 6th Statement

At approximately 5:30 a.m. this morning our core management team was alerted to
suspicious activity on some of our hot wallets via our internal alerts system and
triggers we have in place with Parsiq. Within 7 minutes our team was able to isolate
the root cause and lock down the system. It is important to note that the breach did not
affect our critical systems, servers, cold wallets, key storage. or any part of our
backend.

The issue was isoloted to a single device and single administrator profile which was
accessed remotely. The perpetrator attempted to withdraw lorge amounts of various
cryptocurrencies. A very smallfraction of these transactions made it out of our hot
wallets due to existing protocols set to mitigate this type of risk. Our cold wallets and
key storage were not affected. The damage was minimalized in large part to the quick
actions of both CoinMetro and our friends at Parsiq who were quick to come to our
offices and assist us in moving forward,

Most importantly client funds are safe. We have temporarily frozen deposits and
withdrawals out of an abundance of caution only to complete an internal audit of our
deposit and withdrawal systems before processing new transactions. Trading
functionality has remained in operation and will remain in operation during this time
period. We expect to be back to normal operations in 24 to 48 hours.

Further measures, mostly on the management of accesses and devices, have already

been added to our current robust policies. Our team, throughout the day today, have
been in talks with issuers discussing additional options.

1am always harping about protocols. While today is humbling it clearly highlights this
message. After 14 hours together with our management board we have come to agree
that this is 0 small price to pay for unearthing what was the weakest link in our
security infrastructure.

Community is vital and without our community CoinMetro would not be here. Today is
not the best day for the company but the future is just as bright rday.
We have made it past so many hurdles in the last 3 years and this too will be
avercome. Thanks for your support and know that we will be here to support you as
always.

Regards,
Kevin Murcko CEO CoinMetro



https://t.me/unibright_io/211959
https://t.me/coinmetroupdates/601

On-chain aspects

Funds from thefts such as CoinMetro, CoinBerry, Unibright, and individuals were transferred
through intermediary wallets before consolidating in 0x0864 in early January 2021.

3000 ETH was deposited to Tornado Cash by 0x0864 on January 11, 2021 beginning at 2:54
am UTC and concluding at 9:14 am UTC.

0x0864b5ef4d8086cd0062306f39adeadbdadbbd2603

After 1814.49 ETH was transferred from 0x0864 to 0x1031 and 17 X 100 ETH was deposited to
Tornado Cash on January 11,2021.

0x1031ffaf5d00c6bc1e€0978eb7ec196b1d164129
An additional 112.1 ETH was deposited to Tornado cash by 0x1031 from January 14-16, 2021.

45 X 100 ETH was withdrawn from Tornado Cash to a single address beginning on January 11,
2021 at 2:35 pm UTC and concluding on January 14, 2021 at 11:52 pm UTC.

0x05492cbc8fb228103744eccaldf62473b2858810

All Tornado Cash withdrawals for the month of January 2021 were reviewed and no additional
withdrawals were found which shared similar characteristics. Additional comfort is gained with
the demix as the Tornado withdrawal destination address connects back with the original theft
address.

1). Consolidate funds from thefts 2). Deposit to mixer 3). Withdraw from mixer 4). Transfer through intermediary addresses 5). Deposit to exchange

TRM forensics graph



Transfer laundered funds to P2P exchanges

Through a series of transactions, the funds sitting in 0x0549 were transferred through
intermediary addresses and consolidated with funds from other Lazarus Group thefts before
USDT was deposited to the P2P marketplace Paxful beginning in July 2022. In April 2023 they
began using Noones, another P2P marketplace. They continue slowly transferring USDT in
batches until November 2023.

Paxful deposit address
0x246569f8b420c8d850c475¢53d0d59973b3f08fc
0x593dc5e1ad81667bbfc90739dd2c09¢926920e3b
Noones deposit address
0x2e1155¢f5374cba058a04fd03ebd0ba19afe580d
Transfer funds from theft to OTC trader

Additionally, in 2021 multiple transfers were made from the 0x9973 address to Wu Huihui, a
China-based OTC trader. In April 2023, an indictment against Wu was unsealed alleging that he
facilitated payments for DPRK and he was added to the OFAC SDN list.

. 2). Bridge funds from 3). Transfer funds to China
1)- Consolidate funds from thefts Ethereum to Bitcoin based OTC Wu Huihui
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https://www.justice.gov/opa/pr/north-korean-foreign-trade-bank-representative-charged-crypto-laundering-conspiracies

WU, Huihui (a.k.a. "FAST4RELEASE"; a.k.a. "WAKEMEUPUPUP"), China; DOB 15 Dec
1988; POB Shandong, China; nationality China; Gender Male; Digital Currency
Address - XBT 1986rYHckYbJpGQJy6ornuMyD2N5MTqwDt; alt. Digital Currency
Address - XBT 125W5ek3DT6Zqy552iPt4FHQANMCbZA3FU; alt. Digital Currency
Address - XBT 1Kc6egXevyLEaeTxLFA1Zyw7GuhCN8jQtt; alt. Digital Currency
Address - XBT 12w6v1gAaBc4W8h8C2Cu5SKFaKDSv3erUW, alt. Digital Currency
Address - XBT 1CPJak9ZyddbawMGJPYEhCiJLXXb4sYv8N; alt. Digital Currency
Address - XBT 1DJoVLgn1foJHHngduRPJvRbwpaFEKxvxd; alt. Digital Currency
Address - XBT 15kZobLkD6HZgEECtz4052Vz21XHTnNfSg; alt. Digital Currency
Address - XBT 15qyVrZvwWGvBTGWIAZ82TNcZ6QWMKu3kx; alt. Digital Currency
Address - XBT 12YCfVAEzKEZXBYhUTyJJaRkgMXiFxJgcu; alt. Digital Currency
Address - XBT 1MkCnCa9agS5t6V1B15bzusBgYECB4LfWp; alt. Digital Currency
Address - XBT 1INuBZQXJPyYQGfoBib8wWBDpZmbtkJa5Ba; alt. Digital Currency
Address - XBT 14rjAD8ZP5xal571cMRE98qgxxbglS8mAN; alt. Digital Currency
Address - XBT 18yWCubagTxYgAerMxiz9sgHrK3ViezzGa; alt. Digital Currency
Address - XBT 12jVCWW1ZhTLASyVnroEJswqKwsfiZKsax; alt. Digital Currency
Address - XBT 1J378PbmTKn2sEw6NBrSWVfjZLBZW3DZem; alt. Digital Currency
Address - XBT 18agbRhHupgvC9K8qEqD78phmTQQWs7B5d; alt. Digital Currency
Address - XBT 16ti2EXaae5izfkUZ1Zc59HMcsdnHpP5QJ; Secondary sanctions risk:
North Korea Sanctions Regulations, sections 510.201 and 510.210; Transactions
Prohibited For Persons Owned or Controlled By U.S. Financial Institutions: North

Source:

December 2020—Nexus Mutual founder (Hugh
Karp) hack

Incident summary

On December 14, 2020 Hugh Karp, founder of Nexus Mutual was tricked into approving a
malicious transaction that transferred out 370,000 NXM ($8.3M) after an attacker gained remote
access to his computer and modified his Metamask extension.

On-chain aspects

The post-mortem blog post by Hugh Karp listed the theft addresses on Bitcoin and Ethereum.


https://ofac.treasury.gov/recent-actions/20230424
https://etherscan.io/tx/0x4ddcc21c6de13b3cf472c8d4cdafd80593e0fc286c67ea144a76dbeddb7f3629
https://medium.com/@hugh_karp/nxm-hack-update-72c5c017b48

On-chain aspects
BTC theft address
3DZTKLmMx056JXFEeDoKU8C4Xc37ZpNqEZN
ETH theft address

Oxad6a4acebdcc21c93ca9dbc8a21c7d3ar726¢1fb1
0x03e89f2e 1ebcea5d94c1b530f638ceal3950c2e2b
0x09923e35f19687a524bbca7d42b92b6748534f25
0x0784051d5136a5ccb47ddb3a15243890f5268482
Ox0adab45946372c2be1b94eead4b385210a8ebfOb

1 Hugh Karp @
A post-mortem and status update on the NXM
hack from last week.

Thanks to everyone for their messages of

support, and specifically to those that have
been helping out our investigations.

|

NXM Hack Ubdate ¥

4w
b &

Source: https://x.com/hughkarp/status/1341063567408328705



https://x.com/hughkarp/status/1341063567408328705

From December 16—17, 2020 the attacker deposited 137.1 BTC into the centralized mixing
service ChipMixer in six deposits:

ChipMixer deposits—December 16

Deposit 1: 1 BTC deposited at 9:55 am UTC
906b3436067e48f3355f8cb5266c0055787d8cd378d3fe99e7020eecdde2car4

Deposit 2: 5 BTC deposited at 10:09 am UTC
5ce61bc9bec2ff7a5291b48903441a39fab6df59934cf75b7cd1abeeb67ac8017

Deposit 3: 30 BTC deposited at 10:22 am UTC
db0cd0f1chb5bd13b9b3249e6a560aaeddbd0134d0f678220e626b20a424473ce

Deposit 4: 50 BTC deposited at 11:44 am UTC
1586fec6363ba1d6bac3056e4ace0bcOb4fefdf37f6060850b2d9168¢39¢6683

Deposit 5: 41.99 BTC deposited at 13:51 pm UTC
eb4854fb3eaB8a3f5d87331b04bfc4ddaeac76343ebcbcaeff976551fadb5050cc

ChipMixer deposits—December 17

Deposit 1: 9.1 BTC deposited at 5:56 am UTC
1aa32442bfcbee3981e038d50a05885d35fd1d4ec33af5a9bd40e5d1dc88a686

Hours after the deposits, a matching amount of 136 BTC was withdrawn from ChipMixer and
bridged back to Ethereum via Ren Project and consolidated with funds from other thefts.

Withdrawals consolidate 1: 4.61 BTC at 10:14 am UTC
18b9481573afb349¢c499ed5469ed903db5289b7946daddc1961e945b3d4d3cb7

Withdrawals consolidate 2: 5.42 BTC at 12:39 pm UTC
a88a7d86bbd780f4285047 2feffcb626684b3df7b2f7c062e3b12009224e609d

Withdrawals consolidate 1 : 15 BTC at 12:56 pm UTC
0b6b1a990b6aabbedaef925c4af2a03f64c1a03ee98d3309f9557029af415f66

Withdrawals consolidate 2 : 60 BTC at 14:14 pm UTC
9726abb675bff14f512018a583693€815857829dc2459556938a491900638¢e21

Withdrawals consolidate 3 : 42 BTC at 23:33 pm UTC
ffeb3dd56d0bde492cd08c0975edad38524f5ef003f55¢258e75638044324acf

Withdrawals consolidate 4: 9.1 BTC on December 17 at 7:17 am UTC
ab63eea88c4f9304e7e6c582a586b720c1dd50d671f8f6077143968eea2a3f97b

Ren Protocol ETH destination address:

0x78a9903af04c8e887df5290c91917f71ae028137

10
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Date and Time Transaction Hash Amount Address Action
;;:Rﬁ‘?g 906b3436067e4813356Bcb5266c0055787dBod378d3fe99e7020eecdde2caTd | 1BTC 136FhvriVKcF|BIGhNUwduPoD4EXZF VW Deposit
g;‘;ﬁ?ﬂ"’r“c Scef 25291b48903441a 34ci75b7cd1abee6TacB017 5BTC 1DSELEQnDCHPAPDHS.CDWICLUhtpNaN Deposit
Dec-16-2020 N N
1058 AnUTe | dbDedoficosbat 13407671 a424473ce | 30BTC 14wf2nQGRIr RT7T54RY8Yy kKTE2aGrsbT Depasit
Dec-16-2020 3ba1dEbac30! 0B 3
Taaaiure | a 71606 SOBTC | 173GSp4pFaXDBKY3HBnEYEGIWLLKmr71 Depasit
E:;‘:‘;QS?FOC 33 634 76551fadb5050cc  |41.99 BTG 136q/18PIHKFtzfwnGILXS7bq 1k4CG 1dRd Deposit
SD_;E'&;:‘;BS_?OC 12a32442bfcbee39B 05885d35fd 1ddecd 1 S1BTC | 1CNVEHDICL1WZLNZBPn3ZPmKEaErLcvVix Deposit
Dec-16-2020 5 o
014 At TG | 180948157 3afb 1961 3cb7 | 4.81BTC | be vjwu? ygBDdsa2Tuldwdu
Dec-16-2020 N o
s2no A TG | 2B8aTdBBbDd 7 Th27c062e3b12009224e609d | 5.42 BTC | beiggor i v j
12;‘;‘;:‘93";“0 0b6b1a990b6aabbedaeis25cal2a03i64c 1a03ee98d330919557020a141 5166 15BTC 34uaNBaUF9rsxaZ3fQHNsLzmayYpLmakg Withdrawal
g::;ifgf‘;g 9726abbE75bi141512018a5836930815857820de2450556938a491900638e21 | 60BTC 3IEGUIaBT G2AZFeRBOadIekyQwIGIPigzby Withdrawal
Dec-16-2020 . .
2335 M UTC 5638044324acf | 42BTC 3Cpz72abeifmfutWUURNCHSZ]pJUK6 Y85 Withdrawal
Ducrai | 7 Dc1dd500671161607714306Beea2adie7b | 9.1BTC |  36pZi1XGLbs6LZHNOWed4hFREYCVGP3g

Table 1: December 16—-17 ChipMixer deposit and withdrawals
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On the Ethereum side 2,571 ETH (25 X 100 ETH, 7 X 10 ETH, 1 X 1 ETH) was deposited into
Tornado Cash from December 16—19 by theft address
0x0784051d5136a5ccb47ddb3a15243890f5268482

Beginning just hours after deposits the 0x78a Ren destination address started receiving
withdrawals from Tornado Cash. 0x78a9903af04c8e887df5290c91917f71ae028137

While not being a 1:1 match we can gain confidence this demix is accurate as Lazarus Group
linked the post-mix address with the original theft address on December 25, 2020 reducing the
effectiveness of the anonymity set as seen in the TRM graph below:

# TRM

TRM forensics graph

March 2021 —ChipMixer Activity

In March 2021 Lazarus Group sold additional wNXM for renBTC before bridging 89.5 renBTC in
total to Bitcoin via Ren Protocol and then depositing to ChipMixer

March 10th—29.98 renBTC was bridged to Bitcoin via Ren Protocol and deposited to ChipMixer
in one transaction. Five hours later a matching amount of 29.92 BTC was withdrawn from
ChipMixer and bridged via Ren back to Ethereum where the funds consolidated with other
stolen funds in 0x0864b from the CoinMetro hack and unreported individual hacks.

0x0864b5ef4d8086cd0062306f39adeadbdadbbd2603

12


https://etherscan.io/token/0xeb4c2781e4eba804ce9a9803c67d0893436bb27d?a=0x0adab45946372c2be1b94eead4b385210a8ebf0b

1). Consolidate funds from theft

4). Withdraw from mixer

v 5). Bridge from Bitcoin to Ethereum

2). Bridge from
Ethereum to Bitcoin

TRM forensics graph
Date and Time Transaction Hash Amount Address Action
1"241;?’:,12%2;0 713906c664b{73e213408d5462232191 edce5c3002fa0ed 1ed38559¢6869¢99a [ 20.92 BTC|  1HHiJwMxXoTb68UefigAtuDVPWXpCACYrS Deposit
é‘(‘;s"ngf_é eea19d2ebf8f60adbadd9ef61b18465e3b6d16e865¢91c1470515dc6553ad264 | 13.5 BTC | belgxeyp8g6idns5n3en7c78ptOgj3fudz7cstzmoh |  Withdrawal
;"':z’ngf_é babf0af8b7ba358c515b1217900e69a32e5d271882b2c243155a10080f7e12e | 16.41 BTC | bel1qwb687j3uxgvigb2dylaqupgmsvzeuugs2t7527 | Withdrawal

Table 2: NXM

March 20th—13.13 renBTC was bridged to Bitcoin and immediately bridged back to Ethereum
via Ren Protocol and consolidates with stolen funds from the CoinMetro hack before 67.63
renBTC is bridged back to Bitcoin and four deposits were made to ChipMixer. Shortly after the
deposits five withdrawals were made from ChipMixer in matching amounts adjusted for fees.

Funds were bridged via Ren from Bitcoin to Ethereum where they consolidate with the NXM
batch laundered in December 2020 in 0xb27.

0xb27d40fb4a7975e6f4e6bd7f9fbf6e8d53bf8298

1). Consolidate funds from

NXM theft
@

2). Bridge funds from March 10

3). Consolidate funds from other thefts

6). Withdraw from mixer

8). Consolidate laundered funds

5). Deposit to mixer

4). Bridge from
Ethereum to Bitcoin

7). Bridge from
Bitcoin to Ethereum

TRM forensics graph
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https://etherscan.io/token/0xeb4c2781e4eba804ce9a9803c67d0893436bb27d?a=0x064fb5c6082eaf1b6b6fdf097648ffe7a7226606

Date and Time Transaction Hash Amount Address Action
é‘f;’é‘iﬁzgﬁé 10183a31242ec1dafbe1a8be936388459acabcd6b0663dd7d3dasc11053¢8102| 10 BTC |  12VRLOVQDGV1jwoBT8r6TpxqBULATmMSK4e Deposit
é"'sas’iiﬁzg% b7e3010307efa20e4441e0554fcec9ebb171bc12c3aad97b703025¢9156306ab | 19BTC |  14gthmBHQUMAkcegwViid1ZHdJsQfmByHe Deposit
;"'232’/"’&23% ade08e2219126e98cb4d9d41933c41259fc6354acacabe073ac4fa2b69f9266d | 19BTC |  195KcsMyk4QoiuXJNRghSfQRanL56BF3z Deposit
;"‘;;ifwzg% 876b41a6033b0a3031ce82325ed47239691b366129af75e7bc68728eacid931c | 19.63 BTC| 14odcEaPUPNXgXd4PVm6RqaVPAkPT7rxS Deposit
é“ggiﬁfﬁ% a150603622629559fb5d68024c6519f8786e1a0d%e41ea0f6021ae161bc098e1 | 9.21 BTC | bclq5aej8zfzv3ziwOwmj78yphexd5k5injv2tdqgs | Withdrawal
;"'Szrifvlzgié 64459745(16b244a1a382a9ab7de96b03fa74304eee2f241122eb8d22621b88 | 19.78 BTC | botqp5266qipdsSy5th5cksgsvariqq75knnws3290 | Withdrawal
;"';éiiﬂzg% 482f148505816ee8cb34284cd21a048086619d430dd 138dc85882090db281a | 18.94 BTC | be1qvhv309xddnz5u94285p6kvswqoutx5y07jxzr | Withdrawal
1"1';’3';%28?;(: 582235a91bbb8ceead02035abc10dfdfff0c2bi3ec204649fc04a382f00e149 | 18.43 BTC | belqz3yvqesftdgrakaOsymfub4udnavice3ho69eg | Withdrawal
1’;"3;2&232;0 772b2a263650e240802a6e14bcdbf14a754289a425062735787003043654bbd | 1.25 BTC | belafgpkcixn7xc766r2k5d6428r81xh05uynf39qz | Withdrawal

Table 3: NXM hack ChipMixer deposits and withdrawals

March 31st—46.49 renBTC was bridged to Bitcoin via Ren and five deposits were made
ChipMixer. Within minutes of the deposits six addresses begin receiving withdrawals in
matching amounts. Funds are bridged back to the same destination address 0x58e5 on

Ethereum.

Date and Time Transaction Hash Amount Address Action
1“2"3;3;';:&?0 b82c836b83e846e96a906bd42a76107795bc8Cdf22d577c673f8470805500166 | 10 BTC 1JuaM4E6C8n1VcpokSMMggemzWidKaucgh Deposit
1""33"?\:“28% 671c23cef1dc3b014951d27803ca396¢809ach604786e464e969ccab2ab4a3c0 | 19 BTC 1CQWdPFfkuT2vQnp6XPTLYsgdFXaF9Rdmp Deposit
1“":&/3\:\/'23% 9c35a80460801ee2{5d3927ab87258ed91226a1b13d9f117771aa82253452cec | 19 BTC 1BstkwnML5mvToR2GMpLigQaym6fT80ZMj Deposit
;‘f:g‘ibzgié 95be498f585b2d908bad52b459a723a6dd5697e5a787a3bc0de3c5deb50d2619 | 19.63 BTC 1Aue7BX2uhRToydQkQ7HAejuKYnBLIGFic Deposit
2";’/3;:“23% £7963b0d984901691ad71c529f641b01a67ac0d751558fc5308a60407ee1f5¢8 | 9.21 BTC | 1E5RvZgbXaRVIACSHRw2HMQdAYGWr2vUh Deposit
:wgari:ngﬂ: 2025b99d588¢9200dc07ddb34c26408ea70fd8469fabab503f5651b46277675 | 9.21 BTC | bc1gsvzund54gmekae89evSicqadmn7j27petxmy | Withdrawal
y:é'i:\fgf_é 5bf546baf4f2775d854e74a24c0b8f1ebdfe4f62540c84eb7c051e855b274a02 | 1.56 BTC bc1gn6vpyu8j6dmj8hz3xgew2q9kcur3aeu8v30lj9 Withdrawal
:\Asaéi:wzg% 51825614078a40e34dd96739ad8b2c35ee2a0e355b8588257c415798fc40ad2 | 9.21 BTC |  bclgeOcuvc3dawltdk2svbuteeeejqgkvwalptvxég | Withdrawal
;‘fgg‘iﬁ?ré 4bb509916abc7c1d3cOcedcd4e3aebafceadsacasbd1baad3546c3b1b66bcf50 | 9.72 BTC | belgxxuakuSxpd8m2znvycm39dtpyldggt3sjustta | Withdrawal
;"';i:ngié eeeae751166ceedfad0399e13a4979ba75a55771d2d645141463e0f71/e0988 | 9.21 BTC |  belgsyppeefg7mtauu72lpnjjg9mscoebeliix98su Withdrawal
;"';éi:wzg% 112565af805450e54dad6fa29c94f035a552d5073fde797531232766822732f | 7.43BTC | be1qg25pq6uivgtdwg93gafémkwhkz2if8ra7gtror Withdrawal

Table 4: NXM hack ChipMixer deposits and withdrawals

The accuracy of this demix can be confirmed since the withdrawal address of 1.56 BTC
connects to the original NXM theft address from funds bridged via Ren in November 2020. This
is highlighted in pink in the TRM graph below.
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4). Withdraw from mixer
= 6). Consolidate laundered funds
(@) ) !

1). Consolidate funds from NXM theft

7). Funds from NXM theft co-mingle
with postmix outputs

e
@) T gL .
#TRM

TRM forensics graph

Transfer laundered funds to P2P exchanges

In April 2021 19.96 BTC was bridged from Ethereum to Bitcoin via Ren where it was transferred
to Wu Huihui, an OFAC sanctioned OTC trader.

$11M from Oxb27 was transferred to a Bixin deposit address from May 24-July 10, 2021 .

February 2023 the remaining funds in 0xb27 were transferred to OxcbfO where they
consolidated with funds from other thefts and were deposited to Paxful and Noones.

Bixin deposit address
0x8e7f5d85¢3587725b1188d3cc04ca814ab60cdce
Paxful deposit address
0x593dc5e1ad81667bbfc90739dd2c09¢c926920e3b
Noones deposit address

0x2e1155¢f5374cba058a04fd03ebd0Oba19afe580d

aaaaaaaaaaaaa
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April 2021— EasyFi founder (Ankitt Gaur) hack

Incident Summary

April 19, 2021 EasyFi team observed large unauthorized transfers of EASY tokens from team
wallets controlled by the founder Ankitt Gaur after his device had been injected with a malicious
version of Metamask allowing the attacker to gain control of the private keys resulting in $81M
stolen.

‘Q) Ankitt Gaur & @ @AnkittGaur-4/19/21
tﬁ 1/3 On Monday, 19th April 2021 our team
- members reported the transfer of a large

amount of EASY and protocol funds from

designated contracts & wallets. initial
investigation revealed the possibility of
compromise of mnemonic phrase.

Source: https://x.com/ankittgaur/status/1384253351492087819

Further analysis revealed that a few days prior Ankitt Gaur had received a phishing email to his
personal email address via sendgrid which appeared as if it had been sent from the Pantera
Capital founder Dan.

---------- Forwarded message -----—---

From: Dan Morehead (via Google Drive) <dan@panteracapital.com>
Date: Tue, Apr 13, 2021 at 11:34 AM

Subject: Pantera Capital Investment Agreement(Protected)

To: <an|

dan@panteracapital.com has shared the following document

E Pantera Capital Investment Agreement(Protected)

Notably this type of attack resembled what happened to Hugh Karp
(Nexus Mutual Founder) in December 2020.
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https://medium.com/easify-network/easyfi-security-incident-pre-post-mortem-33f2942016e9
https://x.com/ankittgaur/status/1384253351492087819

On-chain aspects

$6M of USD/DAI/USDT of liquidity was removed from protocol pools and 2.98M EASY was
transferred to 0x4371

0x437147DA9207 14feC4822F0666D940945f9¢972B

The attacker can be linked to Nexus Mutual, CoinMetro, Unibright, Coinberry, and multiple
individual thefts on-chain as addresses from each incident transfer ETH to 0x3149 in
March-April 2021.

0x31499e03303dd75851a1738e88972cd998337403
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April 2021 —Laundering

From April 20-21, 2021 a total of 209.64 BTC from the theft address was bridged from
Ethereum and deposited to ChipMixer from the hack.

2). Bridge from Ethereum to Bitcoin 3). Deposit to mixer

1). Consolidate funds from EasyFi hack

sengas.iz

#TRM
TRM forensics graph
Date and Time Transaction Hash Amount Address Action
;}E’gi‘:\fg?r:: 0df5ef8a39ec334aaf98dce59d335feba0a55b133934173253114a4469abac13 | 10 BTC 19mr3n2Skrz9ZMtrf5ePtvn5ZtJXvQqmy8 Deposit
é‘i‘f&'i‘}fﬁ% 65e9b2deefe533d5e31da7b97538a83280506b7880d52bc26768bcb0565541 | 19 BTC |  1Mc8e7dWycuoNLRgbu3oFxn4BKVUCYNCQ Deposit
;‘;’gi‘:fg?rl: aeaabo4e0398d5bdfdba282fa555ce5c37557441b48d7bf56887dbca 157927 | 10 BTC | 13JiIMUJSDVhvTgTHBUEKVVZBENSVPKPQ1K Deposit
1’2"5";2;3%2; | cdbb1e09e28705ch14c19ebbao7bbd524d5420807c34611474b58dd7Becsfa04 | 15 BTC 1KNenmdcanGi2jJ5SBFF2xZsrJ6RiaF5b6 Deposit
1"}8(’)'2:“;'28% e6aaff241d09974595ec27668dd724254e5547718af06490cfd06b2187d179d7 | 15BTC | 1Lp6QGZWuzkK9RSDIYPdeMp6UMGSUERSDY |  Deposit
ﬁg;'ﬂfg?rg: c521ec54e32257¢3a312d2a80126490826273¢54/8a2882¢ 1e1d8bec71930262 | 15BTC | 1L8YBXVrmiN3nQsnkhGsGwIKsDh6gzpLAT Deposit
2‘}5’;'2/\1“;'28% 30bbdce7575[9a5620647bbe4fac5 1cAbbd5d5fcecddd597a27c3671ab52f51 | 15BTC | 1BJEWBYCtHDLEWKCUrSEVUXEynP1a2AGID Deposit
3/5?8:%;128% 6fae51bbedc5199a772d45289334bb16{9591065a714e03361b071289ab62e82 | 15BTC | 1AWYAVjiMRrsTXF99LKCMg4BSJGoBLmRui Deposit
i‘;’;‘ﬂfg% a06efdfecffo04e9896041a9418b11f130c6582dacd268b7fad13916ee79bbd4 | 15BTC | 13EN5vPEDBSGemMIShk6FU3GvgXEiduRz Deposit
;‘g;'ﬂfgﬂ: b16be35/6925c39f6eefb1e146b269667ab%aab212889417d869d646d526627d | 15BTC |  17uVwJJJGZQoPQi4mJjsD1EWBeG33taYFk Deposit
£$£-2A1|\;|28‘2r2: €c90947639611839c1795ab72abBa18eatef11916d4cef46/0a77¢8842815728 | 15BTC | 1Q62R8YbgekVIMWTErQKBKKJvbeVbRLG17 Deposit
éﬁ’;ﬂfﬁ% 17c00c520aad462219d30dfb6ded265896bb76b4024a3f2f2ae549aa91a1190f | 15BTC |  1Q2S3ror8DeSBz4dbeNigggCDHbzo1q3PF Deposit
;‘ggfhfg?ré cdf62dc9d0094196d279509697c5846ec611910afb952f5f6a725¢7ea30e60e5 | 15BTC |  1291gAWuXvgRw82pfikv6f6yRAFRLnymx Deposit
7’1‘;’6'%1“;128% 2c35ca1a04a71189bb38d98d68b12da0c1600a71183780f19b6108ac3babs e | 8.32 BTC | 157UwhBIG5J16XRIPXDNAazSSVHTVTKVY Deposit
25’1’%1'\;'28% 7bcc87314fe7ba3ecbe2dc73d3d641d91e64bd531c2fef2a7200966f83a23175 |12.32 BTC|  17qduTgFtfF5v83tgdosRSEVZRQAFDCNI Deposit

Table 5: EasyFi hack ChipMixer deposits April 20-21, 2021
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A volume and timing analysis was performed and from April 20—-21, 2021 a total of 209.5 BTC
was withdrawn from ChipMixer matching the amount deposited adjusted for fees. There were no
other withdrawals during that period which showed similar characteristics.

Date and Time Transaction Hash Amount Address Action

Qé’;’i?fﬁ% 84e9c14bd576{09d8523b1ed5538d68616f692567dedba676ad02b1954b7907 | 9.21 BTC | belg5lfwgap0uBurr2sqpf50rzx8rmvazenwdmp®r | Withdrawal
;’:‘ggi‘;fg?ré 2bcf5353ba5d5e01bd072e5442714867¢542095d9¢221cb1d7chc786163e91f1 | 18.94 BTC| belgtemshOenjnfpxd6043y8zrcupybwp3e28gsaes | Withdrawal
12‘3"72/13%2; c 0fe006e2163f0131987c41039ae264506ebeb215858d047bcdb3ad493a59243b | 10.03 BTC bc1g4apuzs9g7q0ffxnsi99vgstgt083jj7vxzsvra Withdrawal
ﬁggimg% 11cfe8d9cbb7e84ebf2e2e694dbb1b519ef214cb8f7180055640a24f3d9b4984 | 10.87 BTC| bclgpvisku20rxebkdsupdzudcuuabx8rdyy0zas2d | Withdrawal
1‘:‘;'%‘;'28% eb32b772624156e20c13b5e901fc69caB7e35b5ab123805a9939d9b5bb97b387 | 19.08 BTC| - be1qd5h4uxi50p6iay3hikzgv2w3dpcofxedqdakx | Withdrawal
2:’;&;23?&: 2d2d58ffa2948bd6e35645bb830bc65a7868a22e006fa0971187277424b57c0 | 0.66 BTC |  beigfucvit8kefldo5gvamp8inj7pznyjm24tvhrtw Withdrawal
::\g;iuzgﬂ: d1c8468b9984d76944869efbe9ac547b791a4ea91d9c0515dd1ca8bfbc89165e | 29.32 BTC| bc1gkgwmv0d9p6473g6kast7hOmrpswxzrizf65ria Withdrawal
9?%3\11\)28'2&: 318900de7af093d94beOb6339cf2389885dchbdd509546c42a8cacs5eb58fda2 | 6.14 BTC | bc1q2u7n69pdzm0886gggmznyhtyOaf4inzakdgrs | Withdrawal
;\g;ﬂ;lzg_zré 58fe8b12cfd85432ebece7ce4 1c7062f549347e5b95c38ebefe1fc2fd0e26653 | 10.74 BTC| bc1quzz3z2a7w6bsntOheS5cldskiwub64d0yfqydkhrg Withdrawal
é:‘:’;‘f\hzg?ré 6401c5d37016¢142a71571986d1d5(9f12533b40602b27ba69babad7ba2c3fcd | 19.23 BTC| belqad4ltdye30udc2k7d5dymgydgswkiewkwxhaek | Withdrawal
é\igi‘ll\;lzlofzré c6f55d242f12b4651239bbbd37eb59da90aab98f782db908815785f948aa173b | 10.23 BTC| bc1qctxsadq92nuqgkevbpstdjfvzfqbngz7kxucz6p Withdrawal
7‘:‘2;‘5\1'&'28% 04baf50a307f1a68aea193fafdfcbcad863df5ch27b1955764b4f39765da03b3 | 19.74 BTC| belgkéquxamgdxdjwvOkxnpedanigp3zwykp7udfz0 |  Withdrawal
;\%3\;28% fdecdbb7cd43a725a4d1f3803cc3b6154bf050780e8825f03e4f0cf8b0ee631c | 8.18 BTC | bc1qgath2ss884adh48xrqjcmz3789vmvmrwlfy8zjf Withdrawal
;‘ggihzg?rl: b1169d8b0f389662fc5c705ccAbd19e9a0159/60c0cfd60025c2c19889adf99 | 0.19 BTC | bclgnSmegivhigudpandfcnzia3wsk3drsgk9ag78d |  Withdrawal
2‘}:’1"’2:1;'28% d32c31e751288d60ff0a11a72428cd20c569c92d672f8b95fAce2705f2b116¢h | 23.82 BTC| be1q0ubnfj2g6ihzmphnwktqzybmzgva65rax3xwdx | Withdrawal
z‘fggﬁhzg?rg 2e1d627alececaccd7bid17e79eed4afa2003226/2e6bid6fe8458p87928fe4 | 2.08 BTC |  bclqgznjavviczl7izqukwtwkysj27vswBgty62tm9 |  Withdrawal
2‘:‘2;'?:1’\;'28% fdec6c49b5d67c8e0880249fab1049a6da992321026b950c7165¢a0f13e74b2e | 10.23 BTC| bclgsaBuxs6iBdqnx82mg97svdvdngsr5glesiziax |  Withdrawal

Table 6: EasyFi hack ChipMixer withdrawals

209.22 BTC from the Chipmixer withdrawals were consolidated to two addresses on April 22,
2021 and then bridged back to Ethereum using Ren protocol.

Ren bridge source transaction—

Amount: 179.47 BTC
84b7c4a2b79d454bbb1636d6d872ed367bbcf4b664193b7b8baded8675085935
Date: April 22, 2021 at 2:00 AM UTC
35TjCuKRbKcofxnKG2EKC8B66ZNXKqE1aN

Amount: 29.75 BTC
3e3b2950c72f863642db0a1bd248be3009bab5e9fa950d5a3094a7b1d7b14e2e
Date: April 22, 2021 at 2:00 AM UTC

3M8VZjtAqi51LsMuRGGY9ImhPvQkShvubvt
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Ren bridge destination transaction—
Oxbeb56f2ad2b41339c377cbdb713e88b565af5bba407de24edaabf473a82967fd
0x313d06759af5696d6ee3f5965408e9c5b658fb7e
0x75c6615cdcdd5ce97¢c1c30357¢64762ab3ab8fa0357fe290b8b6e3afd3a85463
0xe0c79066488a15b70361ad8268d713b05944a4fe

Funds received to 0x313 and 0xe0c7 mostly stayed dormant until June 2022 when funds were
transferred to new EOA addresses and consolidated with stolen funds from other thefts tied to
Lazarus group.

In June 2022 $4.9M from multiple hacks was then transferred to two Binance deposit
addresses:

0x27a9d7d17d72a5a67115dbf381b121b51d8b5dd8

OxabefOdf725ef5d2f0354c59ea3ccb161abc11515

2). Bridge from Bitcoin to Ethereum

‘E‘ 'EO.
V..t oxe0cr..aste
.......
1). Withdraw from mixer
( ’CE CE()
Ticu..E1aN

-------
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April 28, 2021 another batch of 6.31 renBTC was bridged to Bitcoin using Ren Protocol and
then deposited to ChipMixer at 7:20 am UTC.

0a6f220fdc821ec1743a9a201e16a038d474b1554520e9922734e6¢c62628e7b2

Minutes later at 7:29 am UTC an address received 6.305 BTC from ChipMixer matching the
amount deposited adjusted for fees.

4e35b2214a12f8d49cdd0100d71f7573ee47dd6a575e149eb1529285b7effff9
All funds were bridged back to Ethereum address OxeOc7 using Ren bridge.

0xe0c79066488a15b70361ad8268d713b05944a4fe

4). Withdraw from mixer

1). Consolidate funds from EasyFi hack 2). Bridge from Bitcoin to Ethereur

TRM forensics graph

Transfer laundered funds to P2P exchanges:
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Through a series of transactions, the funds sitting in OxeOc7 and 0x313d were converted to DAI
and wBTC, transferred through intermediary addresses, consolidate with funds from other
Lazarus Group thefts , and USDT was deposited to the P2P marketplace Paxful beginning in
July 2022. In April 2023 they began using Noones, another P2P marketplace. They continued
slowly sending USDT in batches until November 2023.

Paxful deposit address:
0x246569f8b420c8d850c475¢53d0d59973b3f08fc
0x593dc5e1ad81667bbfc90739dd2c09¢926920e3b
Noones deposit address:

0x2e1155¢f5374cba058a04fd03ebd0ba19afe580d

(4

0x593d...063b.
Exchange 1 deposit address

0xe0c7...adfe 0x785b...ad63 0xa3ge...0b8b Oxbeég...216b,
EasyFi Hack April 2021 38

2). Transfer funds between intermediary addresses

0x2465...08fc
< Exchange 1 deposit address

3). Deposit USDT to exchange

1). Laundered funds from mixer

v

(4 (4

08 0x2011...580d 0x055d...9105
e Exchange 2 deposit address Exchange 2
g
G
0
0x5018...d16a

#TRM

oxi

313d...fb7¢ 0x3872...3190
EasyFi Hack April 2021

TRM forensics graph
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July 2021—Bondly hack

Incident summary:

On July 14, 2021 Brandon Smith, CEO of Bondly Finance fell victim to an attack where the
malicious actor gained access to a password account containing the recovery phrase for his
hardware wallet. Soon after the attacker transferred ownership of the Bondly token contract to
themselves and $8.5M of assets belonging to the team.

r Forj 2@ C
3 ¥ Attention Bondly Community:

Unfortunately we have been compromised by
an unknown party

We would like to take this time to advise you to
STOP TRADING $BONDLY

Rest assure we have already taken action and
will be operating as usual ASAP

Stay tuned for more updates

Source: https://x.com/forjofficial/status/1415543486 141636612

On-chain aspects:

The post-mortem blog post by Bondly co-founder Harry Liu highlights the theft addresses on
Ethereum, BSC, and Polygon.

Ethereum, BSC, and Polygon theft address
0xc433d50dd0614c81ee314289ec82aa63710d25e8
Laundering July 2021:

Tornado Cash deposits—BSC

Through a series of transactions, 48 X 100 BNB was deposited to Tornado Cash by the attacker
beginning on July 15, 2021 at 5:41 am UTC and concluded on July 16, 2021 at 6:33 am UTC.
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https://etherscan.io/tx/0xc2b339468b23cc8b98d6d4534e87d8ec3b85a0d26f8c169a22efe14d221cfaae
https://x.com/forjofficial/status/1415543486141636612

Tornado Cash deposits—Ethereum

Through a series of transactions, 5X 100 ETH and 52 X 100,000 DAI was deposited to Tornado
Cash by the attacker beginning on July 15, 2021 at 8:15 am UTC and concluding on July 16,
2021 at 2:17 am UTC. On August 11, 2021 an additional 202 ETH was deposited to Tornado
Cash.

Tornado Cash withdrawals—BSC

From July 17—-19th 47 X 100 BNB was withdrawn to 0x4197 on BSC. This matches the deposits
1:1 as one of the Tornado deposits was withdrawn to the depositor 0xc433.

0x419787019b991ac2c765a14467d177c6c0b05c00

Funds were then bridged from BSC to Ethereum via Multichain bridge and consolidated with the
Ethereum withdrawals.

Tornado Cash withdrawals—Ethereum

From July 16—-20th 35 X 100,000 DAI and 3 X 100 ETH was withdrawn to 0x365 consolidating
with the 100 BNB Tornado Cash withdrawals.

0x365d2¢5220989a068d8b0e95625875¢55166297b

From July 22—-29th 14 X 100,000 DAI and 2 X 100 ETH was withdrawn to OxeOc7 consolidating
with funds from the EasyFi hack. From August 12—-23th 2 X 100 ETH was withdrawn to 0xeOc?7.

0xe0c79066488a15b70361ad8268d713b05944a4fe
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On July 24th 2 X 100,000 DAI was withdrawn to Oxdef5 which received $7.4M from 0xe0Oc7 in a
series of transactions.

Oxdef57ccb20b1f2eaee0c64aab3280350f84cbOfc
The remaining 1 X 100,000 DAI withdrawal was made to 0x996f.
0Oxd7589fdf5c035ce5d432e5af64b13b77802b7451315f460ce 1bdaB8ade7c89240

0x996f5ccbf2856137744603b382de559b78a096fc

1). Consolidate funds from Bondly hack

@

0xc433...25¢8
Bondly Finance Exploit July 2021 2). Deposit to Tornado Cash 3). Withdraw from Tornado Cash
@
(Y 4). Consolidate laundered funds
50 0x0d65... 4634
>
&

0xa160...£291
Tornado Cash 100 ETH

0x2377...5334
Tornado Cash 100,000 DAI
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0x9541...9bed 0xad65...1634

- TRM

TRM forensics graph

25



The Tornado Cash 100,000 DAI pool sees little activity and the 52 deposits made by the Bondly
attacker increased the pool by 15% significantly reducing the effectiveness of the anonymity set.
The graph below shows the cumulative balance of the 100,000 DAI pool from July 11-25, 2021
shows a sudden increase in deposits before matching withdrawals.

1e7 DAI Balance of 100k DAl Tornado Address
3.9 1
3.8 1
U 3.7
=
[1+]
T
o
T 3.6
()
3.5 1
= Jl—\_l—u-"
1.282 1.284 1.286 1.288

Block Number

Tornado Cash 100,000 DAI pool balance from Jul-11-2021 to Jul-25-2021

In June 2022 $4.9M laundered from hacks such as Nexus Mutual, EasyFi, and Bondly was
transferred to two Binance deposit addresses:

0x27a9d7d17d72a5a67115dbf381b121b51d8b5dd8

Oxabef0df725ef5d2f0354c59ea3ccb161abc11515
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Transfer laundered funds to P2P exchanges

Through a series of transactions, the funds sitting in 0xeOc7 and 0x365d were transferred
through intermediary addresses and consolidate with funds from other Lazarus Group thefts
such as EasyFi and the Nexus Mutual founder before USDT was deposited to the P2P
marketplace Paxful beginning in July 2022. In April 2023 they began using Noones, another
P2P marketplace. They continue slowly sending USDT in batches until November 2023.

Paxful deposit address:

0x246569f8b420c8d850c475c¢53d0d59973b3f08fc

0x593dc5e1ad81667bbfc90739dd2c09c926920e3b

Noones deposit address:

0x2e1155cf5374cba058a04fd03ebdOba19afe580d

1). Laundered funds from mixer

.............

3). Deposit USDT to exchange

TRM forensics graph
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August and September 2021 —Unreported Hacks

August and September 2021 saw multiple individuals hacked for $2M likely due to private key
compromise. Indicators of the thefts include on-chain connections to known hacks such as
FinNexus, assets transferred out from victims wallets and immediately sold for ETH, and activity
in victims wallets stopped after transfers were made.

Theft address
0x5271b379f3e1954€20791142d734596a3de28efd
0xc35a06d02471acc48e552e99d8b860bac73cbe9d
0x40d7b7A55dd51e€94A9a4788311e39CB362Fe1Ea

Funds from the multiple thefts consolidated in 0x5271 before 581 ETH was deposited to
Tornado Cash on September 15, 2021 beginning at 10:13 am UTC.

591 ETH was withdrawn from Tornado Cash to a single address on September 20, 2021
beginning at 12:20 am UTC.

0x5b24da735fd5835ecb5afbbabf9f3e89270e609¢c8

TRM forensics graph
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The $2M withdrawn from the mixer was transferred to an intermediary address before
consolidating with funds from other Lazarus Group thefts and deposited to exchanges. Comfort
is gained the demix is accurate as the Paxful deposit address 0x246 links the Tornado Cash

withdrawals to the deposits.

Paxful deposit address:

0x246569f8b420c8d850c475¢53d0d5997 3b3f08fc
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October 2021— MGNR and PolyPlay Hack

MGNR hack incident summary:

On October 8, 2021 the trading firm mgnr.io had $24M worth of assets drained from their wallets
as the result of a private key compromise. In a deleted post on X (formerly Twitter) the team
shared they had been targeted in a sophisticated cyber attack after receiving a Pantera Capital
phishing email via SendGrid similarly to Ankitt Gaur from EasyFi. The team noted that private
keys to hot wallets had been temporarily shared between multiple team members.

mgnrio @manr_io - 7s s
<7

as some of you are already aware
on 8 october @mgnr_io was the victim of a malicious and targeted cyber attack

the attackers appear to be very sophisticated and hawve scripting abilities /
facility with cross-chain bridging and mixing technigues

S0 (! 7

Source: https://web.archive.org/web/20211014032211/https://twitter.com/mgnr_io/status/1448489258029703168/

Fwd: Rapid Change of Stablecoin (Protected).docx (Exemal) inbox x

Joe Flanagan joe@maple.finance via pipindex.com 5 0ct 2021, 21:33 (6 days ago)

tome v

—-——— Forwarded message --
From: Ryan Davis (via Google Drive) < drive-shares-dm-noreply@ google.com >
Date: Sat, 2 Oct 2021 at 11:01

Subject: Document shared with you: ‘Rapid Change of Stablecoin (Protected).docx’
To: < joe@maple finance>

ryan@panteracapital.com shared a document

ryan@panteracapital.com has shared the following document:
m Rapid Change of Stablecoin (Protected).docx

Open

Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA
You have received this email because ryan@panteracapital.com shared a file or folder located GOOgle
in Goagle Drive with you.

Phishing email
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https://web.archive.org/web/20211014032211/https://twitter.com/mgnr_io/status/1448489258029703168/
https://web.archive.org/web/20211014032211/https://twitter.com/mgnr_io/status/1448489258029703168/

MGNR hack on-chain aspects

A blog post by the user CryptoCat in January 2022 revealed addresses from the theft by
detailing mgnr.io wallets which sold Maple Finance tokens on October 8, 2021. The author
mistakenly attributes the actions to the team instead of the hack.

Theft address:
0x57737d6f8ea0099¢30c96754a436e46d4dd3fa80
MGNR hack October 2021 laundering

All assets from compromised mgnr.io wallets on EVM chains were bridged and swapped before
being consolidated into 0x577 where the attacker deposited 4900 ETH from the incident to
Tornado Cash beginning on October 8, 2021 at 4:37 am UTC and concluding on October 12,
2021 at 6:16 am UTC. Another address connected to the attacker deposited 210 ETH to
Tornado Cash during this period.

A few days after Oxdef5 which received $4.3M from the EasyFi and Bondly hacks earlier in the
year received 700 ETH from Tornado Cash.

Oxdef57ccb20b1f2eaee0c64aab3280350f84cbOfc

Another address 0x1398 received 4500 ETH from Tornado Cash which previously had received
$15.2M from the EasyFi and Bondly hacks earlier in the year.

0x1398db28ca00d9f943355d6b57ab28a61110bfef

1). Consolidate stolen funds from
compromised wallets

‘E(). 2). Deposit to mixer 3). Withdraw from mixer
@

()

OxdefS...b0fc

0xa160...£291
Tornado Cash 100 ETH

@

Oxefdd...ab86 0x1398...bfef

0x0724...8089
mgnr Hack October 2021

# TRM

TRM forensics graph
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https://cryptocatvc.medium.com/mgnr-io-maple-finance-7e70241e5f4

While 1 X 100 ETH withdrawal is missing from the Tornado Cash demix for the 100 ETH pool
there were no other withdrawals during that period which showed similar characteristics.

MGNR hack January 2022 laundering

On January 14, 2022 another 6 X 100 ETH and 5 X 10 ETH from an address connected to the
theft was deposited to Tornado Cash. Just 24 hours later 4 X 100 ETH and 5 X 10 ETH was
withdrawn to 0x964 before being transferred to 0x1398 further strengthening the demix due to
the multiple denominations withdrawn over a sustained period of time.

1). Consolidate funds from
compromised wallets

TRM forensics graph

Transfer laundered funds to P2P exchanges

Through a series of transactions, the funds sitting in Oxdef, 0x964, and Oxefdd were transferred
through intermediary addresses and consolidate with funds from other Lazarus Group hacks
such as EasyFi, Bondly, and the Nexus Mutual founder before USDT was deposited to the P2P
marketplace Paxful beginning in July 2022. In April 2023 they began using Noones, another
P2P marketplace. They continue slowly sending USDT in batches until November 2023.

Paxful deposit address:
0x246569f8b420c8d850c475¢53d0d59973b3f08fc
0x593dc5e1ad81667bbfc90739dd2c09¢c926920e3b
Noones deposit address:

0x2e1155¢f5374cba058a04fd03ebd0ba19afe580d
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3). Deposit USDT to exchanges
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PolyPlay Incident Summary

October 28, 2021 in a series of transactions, multiple wallets controlled by the PolyPlay team
saw unauthorized transfers of $1.6M indicating a private key compromise. In a deleted post on
X (formerly Twitter) the PolyPlay team shared the wallet address of the attacker and a Binance
listing phishing email they received.

PolyPlay Official @PolyPlayCoin - 1h v
@ PolyPlay was hacked this morning by @binance

@cz_binance

@Teddy_Lin

Through a fake exchange listing email. This profile has been on Linkedin for a
long time with numerous high level executives in his connection list.

Q 16 0 24 QO 62

PolyPlay Official @PolyPlayCoin - 58m v
0x0040c81b7de0953e5b9fc056700479cace1b7500

The hackers wallet

@binance @cz_binance your lack of customer service and action against fake
profiles has led to coins being manipulated.

You need to start providing proper customer service and avenues to reach out.
@BinanceChain

33



willingness and contribution to social impact. A TXID will be
generated afterwards that will be attached to your project to
signify that your team is now a part of the Binance
ecosystem.

Thanks for your kind gesture, kindly find the official Bitcoin
wallet attached to your project for donation to our Binance
charity foundation.

bc1qgehrfdrpp5zmp7n4w74me8jk3s5c45uh748taxw

Best Regards,

Binance Listing Team.
www.binancelisting.com

Malta

A

L\ R I 4

v

On Thu, 28 Oct 2021 at 2:54 AM Claudiu wrote:
Website is PolyPlay.net

Source: https://web.archive.ora/web/20211028211901/https://twitter.com/PolyPI in/status/145: 66819624

On-chain aspects:
Theft Address

0x0040c81b7de0953e5b9fc056700479cace1b7500
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https://web.archive.org/web/20211028211901/https://twitter.com/PolyPlayCoin/status/1453833668196249605

350 ETH from the incident was then deposited to Tornado Cash on November 8, 2021 and 320
ETH was withdrawn 90 minutes later to an address connected to other Lazarus Group hacks.
Funds were later deposited to Paxful and Noones accounts.

Paxful deposit address:
0x246569f8b420c8d850c475¢53d0d59973b3f08fc

0x593dcbe1ad81667bbfc90739dd2c09¢926920e3b

Noones deposit address:

0x2e1155¢cf5374cba058a04fd03ebd0ba19afe580d
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November 2021—bZx Hack

Incident Summary

On November 3, 2021 the lending protocol bZx had $55M drained on the BSC and Polygon
deployments after a bZx developer fell victim to a phishing attack after running a script on his

personal computer granting the malicious actor access to their private keys.

In a post mortem update the bZx core team shared that they worked with Kaspersky to analyze
the incident and reached the conclusion it was likely Lazarus Group as their security team had
analyzed prior attacks carried out by the group finding similarities in the tools and phishing email

received.

e bZx - Fulcrum & Torque (on ETH/B...
BbZxHO

An hour ago it appears that the private key
controlling the Polygon and BSC
deployments was compromised, leading to
loss of funds. The Ethereum deployment is
under DAO control and not impacted. We will
provide further updates soon.

5:44 AM - 5 Nov 2021
2 Retweats 42 Likes . . 0 a 0 . * = -&

Source:

Fwd : Pantera Capital Investment Agreement(Protected)

Kyle Kistner via sendgrid.net
tome =

Can you give me your thought on this agreement>

--—-—-— Forwarded message -—-—-
From: Dan Morehead (via Google Drive) <dan{@panteracapital com>
Date: Tue, May 4, 2021 at 11:34 AM

Subject: Pantera Caiital Investment Agreement(Protected)

dan@panteracapital. com has shared the following document:

E Pantera Capital Investment Agreement(Protected)

Phishing email

[ Follew | O

5:45 PM (3 hours ago)
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https://web.archive.org/web/20211111211421/https://bzx.network/blog/post-mortem-update
https://web.archive.org/web/20211105125919/https://twitter.com/bZxHQ/status/1456603269355094021

On-chain aspects

A preliminary post-mortem published by the bZx team shared wallet addresses involved with the
hack.

Theft addresses
0x74487eed1e67f4787e8c0570e8d5d168a05254d4
Oxafad9352eb6bcd085dd68268d353d0ed2571af89
0x0ACCO0e5faA09Cb1976237c3a9aF3D3d4b2f35FA5
0x967bb57 1f0fc9ee79¢c892abf9f99233aa1737e31
Ox6abcA33faeb7deb1E61220e31054f8d6Edacbc81

0Ox1ae8840ceaefbeec4dal1b1e6e5fcf298800b46e6

Connections between theft addresses

The Bondly attacker was directly connected to the bZx hack from November 2021 as the 0xc43
theft address funded one of the addresses used by the bZx attacker on Polygon as well
transferred funds on Ethereum to an intermediary address which received funds from another
address involved in the bZx hack listed in the post-mortem blog post. Notably both attacks also
share similar characteristics in the sense as the hacker gained access to a password and
manipulated the protocols smart contracts after.
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https://web.archive.org/web/20211105225627/https://bzx.network/blog/prelminary-post-mortem

On-chain the incident is also connected to other hacks such as mgnr.io, Polyplay, Wonderhero
and ANKR founder as dust leftover in theft addresses was swept to a single address in
February 2022.

0x2d7554062664050294640891a122019a68acba2b

0xc433...2508 OxOac...5fa5
Bondly Finance Exploit July 2021 bZx Hack November 2021 bZx

TRM forensics graph

bZx hack laundering
Tornado Cash deposits

e 8600 ETH from the theft was deposited to Tornado Cash from November 15-18, 2021 by
0x20d9

e 2360 ETH from the theft was deposited to Tornado Cash on December 13, 2021 by
0x20d9

Tornado Cash withdrawals:

e 4100 ETH likely from the theft was withdrawn to 0x7c6 from December 3—10, 2021.
Oxc7c6d42875fd091faa16ad0225f587158f47fce4

e 940 ETH likely from the theft was withdrawn to 0x683 on December 18, 2021
0x683c3d42325ca1beb2475f443c916832f0bd10f2

e 1000 ETH likely from the theft was withdrawn to 0x785b on December 23, 2021.
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Reviewed all Tornado withdrawals 400 ETH or more from November 15—December 31, 2021
and no other withdrawals during this period shared similar characteristics of laundering patterns
from other Lazarus Group thefts.

3). Withdraw from mixer

1). Consolidate funds from theft ixer C 4). Transfer through intermediary addresses 5). Deposit to exchange
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Post-Mix connections to theft addresses

While only a partial demix of 6,400 ETH from the hack comfort is gained as on-chain the Paxful
deposit addresses 0x2465 and 0x593d are connected to Coinberry, CoinMetro, Nexus Mutual,
FinNexus, PolyPlay, bZx hacks linking the original theft addresses from multiple incidents to the
Tornado withdrawals.
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August 2023—Steadefi & CoinShift Hacks

Steadefi Incident summary

On August 7, 2023 the Steadedefi team made a post on X (formerly Twitter) informing the
community its deployer wallet had been compromised and an attacker had transferred
ownership of all lending and strategy vaults to an address the attacker controlled, allowing them
to drain $1.2M of users assets.

A recent DPRK report published by the United Nations from March 2024 revealed a Steadefi
team member had been in contact with someone on Telegram pretending to work at a fund
named “Spirit Blockchain Group” where the attacker sent a malicious file disguised as a
presentation for their investment fund which the Steadefi team member downloaded.

Steadefi ® nsteadefi- 8/7/23
, NOTICE: Steadefi has been epr0|ted and all
funds are currently at risk.

An on-chain message has been sent to the

exploiter's wallet address for negotiation:

Steadefi would like to discuss a bounty with
any parties who were involved in the
recent... ¢ “

Source: https://x.com/steadefi/status/1688619454178144264
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https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports
https://x.com/steadefi/status/1688619454178144264

Manue Trojovsky | Spirit Blockchain Capital

last seen recently
H.wareyw?

I hope this message finds you well. This name is Manuel, and | am
the hzad of crypto investment and business development at Spirit
Blockchain Capital. I'm contacting you as| ntroducec you to
me.Actually, | wanted to reach out to you as our fund just
successfully closed our latest fundraising round.

Our investment strategy primarily focuses on Web3 proje:ts as well
as digital asset management.

We provide token direct investment and equity fund, and no credit
at the moment.

1 look forward to hearing from you and possibly exploring further
ways we can cooperate.

Sincerely,
Mantel

Thanks for reaching out and congrats on the closing of your
fundraise! Z1TPM &

Happy to share more about Steadefi — let me creace a chatgroup
perhaps Z17PM

I'm in Japan so the time zone would work. let me pick a
2:24 PM

lmmh-mldhmuenluppymmwheh
225 PM

My business finished on Saturday so | booked on Friday. I think | can
visit you on Sunday or next Monday if that works. 226 PM

anyhow, here is our whitepaper so please have alook . 1y

https //shared.dropbox-docsend online/data9613%/spirit-
blockzhain-capital-detall

Spirit Blackchain

Investors - Spirit Blockchain

Invest in US A unique business in a dynamic
industry Spirit's common shares trade on the
Canadian Securities Exchange (CSE) Symbol: SPIR...

My business finished on Saturday so | booked on Fri...
do you mean you're heading to [[ N - - - -~ J‘. ‘

|mmurrqm|spimsmmcw

[ ‘wm Manuel Trojovsky | Spirit Blockchain Capital
wmmm-dmm 1

MW'MMWWWW 230PM W
wmmmmmmmm 230 PM & g.

oh sorry for that. there must have been a problem. please try again.
2:35 PM

*m“m 238PM & |

Source:https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports S/2024/215 7 March 2024
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Steadefi On-Chain Aspects

In a post on X (formerly Twitter) the Steadefi team shared the wallet of the attacker.
Theft address:

0x9cf71f2ff126b9743319b60d2d873f0e508810dc

Coinshift Incident Summary

While no public statements have been made about the incident, due to the sudden transfers of
assets from multisig wallets tied to the founder on which were sold immediately August 16, 2023
it is likely the founder was a victim of a private key compromise.

Coinshift On-Chain Aspects

Theft address:
0x979ec2af1aa190143d294b0bfc7ec35d169d845¢
0x68c4a151d436ec1c5448d225a97bd19cce4dfedO
Oxbcd5b968a79a04bf2bb942a449f10c20a7121ed8

0x4c7c2b39e3d642d452adfca632939a60b1baacf7

August 2023 Laundering:
624.3 ETH was deposited to Tornado Cash by Oxe10d from the Steadefi hack in August 2023.
900 ETH was deposited to Tornado Cash by 0x68c4 from the Coinshift hack in August 2023.

Further evidence that the attacks were done by the entity is shown through the overlap between
deposits made to the Tornado Cash 100 ETH pool within minutes of each other by the Steadefi
and Coinshift attacker on August 23, 2023.

The table below shows 15 X 100 ETH deposited to the Tornado Cash 100 ETH pool from both
incidents.

42



Victim Date and Time Transaction Hash Amount Address Action
Steadefi :;g';ﬁzl?%g 84e9c14bd576{09d8523b1ed5538d6861692567dedba676ad02b1954b7e907 | 100 ETH | Oxe10d4a5bd440775226¢7e1858f573379d0aca36 |  Deposit
Steadefi ﬁggﬂfg%g 0xc79f37d9a93837 2809e27a7, )bd96b0 b573b6b3 | 100 ETH | Oxe10dda5bd4d0775226¢7e1858f573e379d0aca36 |  Deposit
Steadefi fug-12023 | oxboa24a3413040aa623734be6e55914623741Mb5cB0BaB1aa3d 1043718500984 | 100 ETH | Oxe10d4abd440775226c7e185815736379d0aca36 | Deposit
Steadefi £ug1+2023 | ox7b62280510b7430a308373d06319828db3126609527d3017c33da4203225d38b | 100 ETH | Oxe10d4a5bd440775226076185815730379d0acad6 | Deposit
Steadefi QUg282023 | Oxcaaf7423049132750743a3654lcdbSd0c0a263774600b19109c260379cfct | 100 ETH | Oxe10d4a5bd440775226c7e185815736379d0acad6 | Deposit
Steadefi 9232023 | 0xaeBo879100736192527f10dced067d22ebib1d1bdb3420c8a087ebb3bdad643c | 100 ETH | Oxe10d4abd44077522607e18581573e379d0aca36 | Deposit
Coinshift Aug-23-2023 | 0, 4350fd8e07054313fdc4add0367975bad1dfc217750c0a9bab5dd609ac218298 | 100 ETH | 0x68c4a151d436ecc54480225a97bd19cceddfed0 |  Deposit
founder 3:06 PM UTC X el a a C. icOa9bal ac. X a eclc. al C =1 'eposi|
Coinshift Aug-23-2023 | o, 01f199fed62236341269785114ddaecafacOed3bad639b5123cdabcoB84c8db | 100 ETH | 0x68c4al51d436ec1c5448d225a97bd19cceddfedd |  Deposit
founder 3:06 PM UTC
?:&:Z'::‘ ;‘;g‘gifgg 0X057272ac9f1b9f90f802b1845bd1190c112a86c80588b94c60216945a63d3d77 | 100 ETH | Ox68c4a151d436ecc5448d225a97bd19cceddfed0 | Deposit
?:l:’r"zhe':‘ 9‘33',3328%?; Oxc19f6e22279a945e2aeec6af5a74ce9c1366a5d06013a203b816618389cbfeefl | 100 ETH | 0x68c4a151d436ec1c5448d225a97bd19cceddfedd |  Deposit
?:l":z"e':‘ DUg23-2023 | 0xf1564f23d56362746327 265983bfc77eea8394992d009864678dc81c7276a08 | 100 ETH | 0x6Bcdal51d436ec1c54480225a97bd19cceddlledd | Deposit
Coinshift Aug-24-2023 |, 049367812171605521fadb724f417bbb204cc173dd6d4e917831016f71ec4865 | 100 ETH | Ox68c4a151d436ec1c5448d225a07bd19cceddfed0 |  Deposit
founder 6:24 AM UTC
Colnsnif Dug242023 | 0xB305049c313071dd20d30db53ebd71df5a091960828A10937d77404230M550 | 100 ETH | 0x6804a151d43600105448d225a97ba19c0e4dfedd | Deposit
Colnshif ug242023 | oxb1b20d662502dd48a64e3112de3452601b087b930e3616a33564d33660b7742b | 100 ETH | 0x6804a151d436e01054484225a97ba19c0e4dfedd | Deposit
Coinshift Aug-24-2023 | 0, 8150406078dba652d9a1433038e1a7b8466220762150ea50ab3306b7531a37 | 100 ETH | 0x68c4a151d436ec1c5448d225a97bd19cceddfed0 |  Deposit
founder 6:50 AM UTC X C al a ela e el leascal a. a eclc. al =1 )epos|

Table 7: Steadefi & Coinshift Tornado Cash 100 ETH deposits

Within 24 hrs of the deposits to the Tornado Cash 100 ETH pool, matching amounts were
withdrawn to three addresses and later consolidated to a single address on October 12, 2023.

0x5d65aeb2bd903bee822b7069¢1¢c52de838f11bf8

1). Consolidate funds from theft 2). Deposit to mixer 3). Withdraw from mixer 4). Consolidate laundered funds

@

26 geh OxdcTc...ack?
e Coinshift Theft Aug 2023

nos¥iss9220 eTH

Aug 16,2023 3:03:23 M P
o sem o Aug 14, 2023 7:54:23 AM
Aug 16,2023 6:41:59 AM
0x979e...845¢ P Oxbeds...1ed8 0x910c...9dbf e
Coinshift Theft Aug 2023 8 &5y Coinshift Theft Aug 2023 Tornado Cash 10 ETH 0527 By

098794732 ETH
Tug 13,2023 2:24:47 AM

®

s,

0x68cd...fed0 (5 0x9189...8c41 Oct 73 4555,

. 0, 2052829,

Coinshift Theft Aug 2023 Eny 38:35.501
254

0x47ce...2936
Tornado Cash 1 ETH

796,50836833 ETH
Oct12,20238:30:59 AM

62463822262 ETH
Aug 8,2023 12:29:35 M

0xa160...1291
Tornado Cash 100 ETH

Ox5d65...

0xe10d...ca36
Steadefi Exploiter Aug 2023

0x12d6...b8fc 0xc884...32¢
Tornado Cash 0.1 ETH

TRM forensics graph
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Date and Time Transaction Hash Amount Address Action

f‘a‘%,liff,’?é 0x499dae0411931bdb396a704894ac82443467b4c6B828a8872db151a0fa7dd8 | 100 ETH | Oxc884cf2fb3420420ed1f3578eaechde53468f32¢ | Withdrawal
ﬁ?,%';‘;zﬁ?é 0x6¢7¢233bd39ddfd920e0b04ac23a935¢19be332a46e0d82cf75t43ebdac209a2 | 100 ETH | Oxde75c46c299ddc74bac808a34a778c863bb59%ade |  Withdrawal
;‘;‘g;ﬁf{}?g 0xb589962b62c59ed2e805977ba14ce94bic9d107015ad67a1e9391122a03e849 | 100 ETH | Oxc884cf2fb3420420ed1f3578eaechde5346832e |  Withdrawal
1‘1*?39‘;1;“‘/'232% 0x23aa066bbaaaec2cd34b850791314d6a070148e1fb4440cad 1d5a8cebde811b | 100 ETH | Oxc884cf2fb3420420ed1f3578eaechde53468f32e | Withdrawal
;"ggi‘;ﬂzg_?g 0xa23628410e99¢908ebd3839e7d928f72b7a896¢80714f3e1e132110571573a2c | 100 ETH | Oxc884cf2fb3420420ed1f3578eaechde53468f32¢ | Withdrawal
éﬁ%‘f\ﬁzﬁié 0xbf61cd7€503033602220628298d6198b211073d42d82450d3c20e910d3be 191 | 100 ETH | 0x9f8941cd7229aa3047f05a7ee25¢7ce13chb8ea1 |  Withdrawal
é“;gi:ﬂzgig Oxaedf5a05724{045(7bcc720¢9f88ddab5dd024e08b8f04ebe8789cdabid542a0 | 100 ETH | 0x9f8941cd7229aa3047f05a7ee25c7ce13cbb8cd1 | Withdrawal
:g‘giﬁ?g 0x7¢89734cb0003b0cfeaBasf24222d2357a074ac563415chb1d13653c0a93313 | 100 ETH | 0xde75c46c209ddc74bac808a34a778c863bb59ade |  Withdrawal
é‘éﬁiﬁfg?g 0x8f93ea6db99d8ada979931b7adb61551d1077aba33611e4b7092d25899824ea7 | 100 ETH | 0x4e75c46¢299ddc74bacB08a34a778¢863bb59ade | Withdrawal
ézgi‘;ﬁ’%g 0x750daa582a682bedd1912c6a87d49e954d89900aeac0cf124a6¢295f1700914 | 100 ETH | Ox4e75046c299ddc74bac808a34a778c863bb59%ade |  Withdrawal
é“;%iﬁfﬁ?é 0x6cdb391b2f3cc82129bbe38bcee21c33d7701e92135¢167192fdbb2e6cccdbf0 | 100 ETH | Oxde75c46c299ddc74bac808a34a778c863bb5%ade |  Withdrawal
1’;?291;2:;%3(: 0x05ed749eab53d1111867cab46aBcd2e10128cf19392a007e3489ced18215646d | 100 ETH | Oxde75c46c299ddc74bac808a34a778c863bb59ade |  Withdrawal
1/;?3962563?0 0x95f09f1eea5971cf5910fa0ca00194d0989b472c8afecBf42da8a184045145a | 100 ETH | Ox4e75c46¢299ddc74bac808a34a778¢863bb59ade | Withdrawal
1’;‘595'2:';123?0 0x0150d6b0209fef494cec051248a43(8878418a246633df430ec81130f86375eb | 100 ETH | 0x9f8941cd7229aa3047f05a7ee25c7ce13cbb8c41 |  Withdrawal
;“s‘gi‘:ﬂzﬁg 0xac714a7159996e756d441544333b19e054ebeec23855330b15c24268f614dc | 100 ETH | Oxde75c46c299ddc74bac808a34a778c863bb5%ade |  Withdrawal

Table 8: Steadefi and Coinshift Tornado Cash 100 ETH withdrawals

Transfer laundered funds to P2P exchange accounts:

Through a series of transactions, the funds sitting in 0x5d were converted to USDT, transferred
through intermediary addresses and deposited to P2P marketplaces Paxful and Noones in
November 2023. The Paxful deposit address 0x2465 has been reused for other Lazarus Group
hacks such as EasyFi, Bondly, and Nexus Mutual.

Paxful deposit address:

0x246569f8b420c8d850c475¢53d0d59973b3f08fc

0x0258c2af4fe694df026ccas5d17feebd5b361acc

0x3af55ab7edbca175f80f3a7ddeac5dabf611347b

Noones deposit address:

0x4272200ef626d409e9bac681aalefdb653a9efOb
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3). Deposit USDT to exchange

(&)

0x2465...08fc
Exchange 1

201,433.267748 USDT
Nov 28, 2023 5:04:23 AM

0x0258...1acc
Exchange 1

2). Transfer funds through intermediary addresses

1). Consolidate laundered funds

0x5562...2dfd

0x3af5...347b
Exchange 1

0x4e75...9ade 0x5d65...1b18

0xc884...f32¢

0x4272...ef0b
Exchange 2

¥ TRM

TRM forensics graph
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Paxful and Noones accounts receive $44M from
Lazarus Group hacks through July 2022— November
2023

Paxful deposit address

$12.8M deposits from July 2022—November 2023
0x246569f8b420c8d850c475¢53d0d59973b3f08fc

$12.1M total deposits from January 2023—November 2023
0x593dc5e1ad81667bbfc90739dd2c09¢926920e3b

Noones deposit address

$14.3M total deposits from April 2023—November 2023
0x2e1155¢f5374cba058a04fd03ebd0Oba19afe580d

November 25, 2023 Lazarus group began using new Paxful and Noones deposit addresses.
Full list can be found here.

1). Consolidate laundered funds from theft

MGNR hack
G|
()

0x964d...4342

bZx hack @ 2). Transfer funds through intermediary addresses 3). Deposit to exchange
Q)
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https://www.chainabuse.com/report/8f714069-47da-471b-b3e6-95b0c1dd8329?context=browse-all

Converting $44M to fiat on P2P marketplaces Paxful

and Noones

OSINT analysis was conducted and | identified two users which were active on Paxos and
Noones and displayed trading volume consistent with the amount deposited from the hacks.

EasyGoatfish351

Fairdunco470

The timing of activity on these accounts further matches the deposit. Very few other accounts on
Paxful and Noones showed similar levels of trading volume. Taken together, it is very likely that
these were the accounts being used.

= PAXFUL

Verifications
[J Phone verified
&  Email verified
® ID verified

@ Address verified

Info

Location: Turkey
Languages:

23 Trade partners

345 Trades

Trade volume:
less than 10 BTC

Trade volume:
Less than 10K ETH

Buy

Trade volume: 10M+ USDT

Trade volume: 0 USDC

Trusted by 4 people

Blocked by 0 people

Has blocked 0 people

Joined 1 year ago

v

sell v Wallet Gift Card Hub

EasyGoatfish351

Seen 4 months ago

+24 &) -0

Pasitive feedback Negative feedback

Active Offers

Buy Crypto @ Sell Crypto 0

Screenshot from Paxful

Become a Vendor

LogIn

All cryptocurrencies
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= PAXFUL Buy Vv Sell v wallet

FairJunco470

< Seen 6 months ago

o) -

( ) Positive feedback

Verifications .
Active Offers

[ Phone verified

Buy Crypto
£ Email verified y Crypto @
@© IDverified ()

Q Address verified

Info

Location: ) Belgium
Languages:

14 Trade partners

263 Trades

Trade volume: 0 BTC
Trade volume: 0 ETH
Trade volume: 10M+ USDT
Trade volume: 0 USDC
Trusted by 7 people
Blocked by 0 people
Has blocked 0 people

Joined 1 year ago

&

Gift Card Hub Become a Vendor

-0 Q@

Negative feedback

Sell Crypto 0

=Q

User has no active offers

Screenshot from Paxful

®

All cryptocurrencies v
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)
Welcome to Noones Marketplace! U Q @ ﬁ LogIn m (OS]
1 BTC = 37,407.353 USD Marketplace ~ About  Partner Program  Apps

< Back EasyGoatfish351
® Seen 22 hours ago o LastIP @ Frozen accoun t Compliance review
@24 SPO 373 65
Trusted by 3 users
O Blocked by 0 users 3 100%

( ) Y Has blocked 0 users

Joined 7 months ago
0BTC more than 100000 USD

10M+ USDT
ousbc

@EasyGoatfish351

9m4s

Screenshot from Noones

Additionally, the hot wallet outflows for Noones and Paxful were analyzed and no matching
crypto withdrawals of similar volumes were observed, indicating USDT was likely being
exchanged for bank transfers or cash after deposits were made to the site.

Historically Lazarus Group has used Chinese OTC traders to convert crypto to fiat.

Results of the investigation

At the time of this article 374K USDT was blacklisted by Tether in November 2023 and an
undisclosed amount was frozen at centralized exchanges in Q4 2023.

e 0x5018CF5F48A09C46b4833890cC2cF0df2533D16A

3 of 4 stablecoin issuers have blacklisted an additional $3.4M sitting in a group of addresses.
This article will be updated after the 4th follows suit.
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https://www.justice.gov/opa/pr/north-korean-foreign-trade-bank-representative-charged-crypto-laundering-conspiracies

Other connected incidents

Exchange user hack—January 2021

2). Deposit to mixer

aas9ps13 BT 5). Consolidate
1). Consolidate funds from theft o sz 3). Withdraw from mixer 4). Bridge from Bitcoin to Ethereum with funds from
other thefts
2C be 1.37 savg

552,,,(
M ‘ l e ” ( PR ( | P
sz s 52 ’ 20Dy inzs, ozt s> (B ~Fabs, zozt 1oz sa Al QO A
) 7
>
" e . O

1HmXda.. bz BCIQWTN...ZFNH2 IEBeBD...VIRS 0x3872..3190

CHIPMIXER 1AoF2n...Sxpz

#TRM

EXCHANGE 5.

Source address: THMXdQx3TCVibvjPAp3BrR7awbe6Gtbz6A

ArthurOx hack—March 2022

Arthur £
@Arthur 9x
Found out the likely root cause for the exploit, it's a targeted social
engineering attack. Received a spear-phishing email that really seems to

be sent by one of our portco with content that seems like general
industry-relevant content.

They are likely targeting all crypto peep

dariewds Thitadilaks srinrBoruidt com vig serdgrsd nat

Forwanded message

From Jehan Chu fria Gotghe Dive) < (res-sharss o roesh guogie gom >
Date: Sa¢, 13 Margh 2022 2t 1901

‘Susject Document A Huuge sk of

o « IS T

jehan@kenetic.capital shared a document
o Y
I_J[l: jehang@ienetic.capital has ghared the following document

[ 4 Hoge Sk o Sasitocoin (Protected) docx

Google

716 AM - Mar 22, 2022

642 Reposts 257 Quotes 2,055 Likes 268 Bookmarks

Source: hitps:/twitter.com/Arthur_0x/status/1506167899437686784

50


https://twitter.com/Arthur_0x/status/1506167899437686784

13

oxe
Arthur0x

0x910c...9db#
Tornado Cash 10 ETH

0xd90
Tornado.cash

0xa160...£291
Tornado Cash 100 ETH

Source address:0xb09e66b66b7daa35699496ff560e1034990e5e3a

0xba9d...1cat

Oxbe8d...8b3l
ColnMetro, CoinBerry, Unibright Hacks
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Geracoin & Darshan hack—September & October 2022

Gera Coin
@GeraCoin

Dear GERA holders,

It has come to our attention that the GERA token’s security has been
compromised due to a private key leak. Hackers transferred ownership
of the GERA token’s smart contract deployer to another address:
“0x510E4d61663bE6a24D600AaF90F892dd8c8C6E1dC”.

Egeracuin.iu

3:43PM - Sep 7,2022

6 Reposts 5Quotes 14 Likes

Source: N
0x510e...61dc =
GERA Coin Hack Sept 2022
018932798 i ) 91.a1sa875481C 13837135063 87C
G A ‘E o‘ ) nn o 59 3053 RS AT ‘E o‘
OxbBc3...3053 be1gsq...pff2
Darshan Hack Oct 2022
A
B
0xe67b...580a oo,
bluemooncapital.eth
2o
AT 2072 825 TR
107785012
Gt 17,032 7:0%:14 A
Oxed3f...4523 . 0xb8c3...3053
Oct 17,2022 7:07:54 AM Darshan Oct2022
#TRM

Source address: 0xb25caeb548c40c564d2067a69a913cae14750dcO
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https://twitter.com/GeraCoin/status/1567538962410995713

Maverick Founder hack—October 2023

---------- FOrwarded message ------- -

From: 'via Google Docs) < drive-shares-dm-noreply@ google.com >
Date: Tue, May 23, 2023 at 08:38 AM

Subject: Document shared with you: "Huge Risk for Stablecoin.pdf*

To: < >

Alesia Haas shared a document

«.Unk
own

Huge Risk for Stablecoin.pdf

If you don't want to receive files from this person, block the sender from Drive

Phishing email

2). Funds from Maverick founder theft
consolidate and are deposited to mixer

1). Consolidation address 1425142483 RocKeT.pooL
from previous thefts Rt 2024520 TTAM
5125871106 FRAx shase

P 2024 318 35w

3137913011389

os22u7s09 M
Fob 1, 2024 50611 AN

D 2, 202355947 A

) 0

WETC
Oxdlfca...bedd

rezsaures e
Nov 20, 2023 6:27:11 AW s2em

@
.

Oxt621...47¢
*

T WaTC Feb 2202431211 PM

(o
2o
Oxcaa...7bab

0x5018...4168 ’
re3igiiszz0s
45:13.33 g
38585100487 A pROTOGOL
Fob 2, 20245.03.59

3). Remaining funds comingle in
February 2024

Oxébad...df8d 0x09dd...69c8

Source address: 0x6f79657e33ff6816349c81e2e9852d76b39370c2

3084709 €76
G,

Tiog
Foba,
o

o4

alesia.haas@coinbase.com has invited you to view the following document:

Oxa7ce...2936
Tornado Cash 1 ETH

0xa160...1291
Tomado Cash 100 ETH

@

0x910c...9dbf
Tomado Cash 10 ETH

Tomada.cash

oosessnaEm pw—
128,2023 23047 P 30,1 2023 25423

0x12d6...bste
Tomado Cash 0.1 ETH
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A special thanks to

e Taylor Monahan from Metamask
e Symbiotic from Binance Security Team
e Nick Bax from Five I's

e Nick Carlsen from TRM Labs

for their contributions and guidance with the investigation.
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Sources

Chainalysis Crypto hacks 2024
https://www.chainalysis.com/blog/crypto-hacking-stolen-funds-2024/

Chainalysis crypto hacks 2022
https://www.chainalysis.com/blog/2022-biggest-year-ever-for-crypto-hacking/

The All-Purpose Sword:North Korea’s Cyber Operations and Strategies 2019
https://ccdcoe.org/uploads/2019/06/Art_08 The-All-Purpose-Sword.pdf

TRM crypto hacks 2023
https://www.trmlabs.com/post/north-korean-hackers-stole-600-million-in-crypto-in-2023
Bangladesh Bank Heist - Kaspersky

https://www.kaspersky.com/about/press-releases/2017 _chasing-lazarus-a-hunt-for-the-infamous
-hackers-to-prevent-large-bank-robberies

CoinBerry
https://www.quadrigainitiative.com/casestudy/nothinghappenedatcoinberry.php

https://www.coindesk.com/business/2022/09/08/canadian-crypto-exchange-coinberry-files-lawsu
it-against-50-users-after-losing-120-btc/

Unibright Jack Tweet

https://twitter.com/Sjaaaakster/status/1304531302255910912

Unibright Telegram post

https://t.me/unibright_io/211959

CoinMetro
https://medium.com/parsig/transcript-the-crazy-story-behind-the-coinmetro-hack-72091b6f07b8

https://web.archive.org/web/20201101073137/https://blog.parsig.net/coinmetro-hack-poloniex-a
nd-next-steps/

https://t.me/coinmetroupdates/601
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https://t.me/coinmetroupdates/601

US vs 280 cryptocurrency accounts

https://www.justice.gov/opa/pr/united-states-files-complaint-forfeit-280-cryptocurrency-accounts-
tied-hacks-two-exchanges

Wu Huihui, Chinese OTC trader
https://home.treasury.gov/news/press-releases/jy1435

https://www.justice.gov/opa/pr/north-korean-foreign-trade-bank-representative-charged-crypto-la
undering-conspiracies

CoinMetro Hack archive

https://web.archive.org/web/20201101073137/https://blog.parsig.net/coinmetro-hack-poloniex-a
nd-next-steps/

Unibright Hack
https://github.com/tayvano/lazarus-bluenoroff-research/blob/main/hacks-and-thefts/Unibright. md
Hugh Karl (Nexus Mutual Founder) Tweet
https://x.com/hughkarp/status/1341063567408328705

Nexus Mutual Hack Blog Post
https://medium.com/@hugh_karp/nxm-hack-update-72¢c5c017b48

Kaspersky Bluenoroff Research
https://securelist.com/the-bluenoroff-cryptocurrency-hunt-is-still-on/105488/

EasyFi Hack Blog Post
https://medium.com/easify-network/easyfi-security-incident-pre-post-mortem-33f2942016e9
EasyFi Incident Post

https://x.com/ankittgaur/status/1384253351492087819

Bondly Post-Mortem
https://forj.medium.com/bondly-attack-july-14th-2021-postmortem-beb7cf02e9ba

https://medium.com/mantra-dao/bondly-exploit-how-it-unfolded-on-zenterest-postmortem-d8120
d8d784b

Bondly Incident Post

https://x.com/forjofficial/status/1415543486141636612
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MGNR Tweet archive

https://web.archive.org/web/20211014032211/https://twitter.com/mgnr_io/status/1448489258029
703168/

MGNR Wallets Blog Post
https://cryptocatvc.medium.com/mgnr-io-maple-finance-7e70241e5f4
PolyPlay Tweet archive

https://web.archive.org/web/20211028211901/https://twitter.com/PolyPlayCoin/status/14538336
68196249605

bZx Incident Post archive

https://web.archive.org/web/20211105125919/https://twitter.com/bZxHQ/status/1456603269355
094021

bZx Post-Mortem Archive
https://web.archive.org/web/20211111211421/https://bzx.network/blog/post-mortem-update
https://web.archive.org/web/20211105225627/https://bzx.network/blog/prelminary-post-mortem
Steadefi X Post

https://x.com/steadefi/status/1688619454178144264

United Nation DPRK report (S/2024/215 7 March 2024)
https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports

Paxful and Noones Chainabuse Report

https://www.chainabuse.com/report/8f714069-47da-471b-b3e6-95b0c1dd8329?context=browse-
all

Tayvano Lazarus Bluenoroff Github
https://github.com/tayvano/lazarus-bluenoroff-research
ArthurOx X/Twitter Thread
https://twitter.com/Arthur_0Ox/status/1506167899437686784
GeraCoin X/Twitter post

https://twitter.com/GeraCoin/status/1567538962410995713
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